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 The complete blueprint of our body
• Determines how we look, diseases we are 

susceptible to, our ancestry

 A complete set of instructions for life encoded in 
DNA.
• Organized in chromosomes

 Helps in identifying criminals, early diagnosis of 
diseases, and enable personalized medicine and 
prenatal testing

 GOLD Website: Listing of finished and “in 
progress” genomes 
http://www.genomesonline.org/ 

Basis of Genome

Figure 1.  Genome Structure

Figure 2. Genomes OnLine Database
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Why Sequence a Genome?

Figure 3. One Sequence “read” from the 
Human Genome

 To understand how the entire cell/organism 
works
• thousands of complex gene interactions

 Getting Sequences:  
http://www.ncbi.nlm.nih.gov/ 

 ICGC: sequencing instruments are providing new 
opportunities for comprehensive analyses of 
cancer genomes
• For example: Identify changes in the genomes of 

tumors that drive cancer progression
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Genome Sequencing is Excitement
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Data Breaches and Privacy 
Risks

Compromise of Confidential 
data is prevalent
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GENOMIC REVOLUTION

 Fast drop in the cost of genome-
sequencing
• 2001: $3 billion

• 2015: $1,000

• Genotyping 1M variations: below 
$200

Figure 4. Cost per Genome [Source:National Human 
Genome Research Institute (NHGRI)]

Lack of Privacy : Low Cost of Genome
sequencing
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Applications of Genomics

 Unleashing the potential of the 
technology
• Healthcare: e.g., disease risk detection, 
personalized medicine 
• Biomedical research:  e.g., geno-phono 
association
• Legal and forensic
• DTC:  e.g., ancestry test, paternity test
• ……

Figure 5. Applications of Genomics
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Problem Setup
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 Privacy-Preserving Genomic Computation Techniques
• Anonymization, which has proven to be ineffective for genomic data [HSR+08a], 

[WLW+09]

CURRENT WORK

[Melissa Gymrek et al. “Identifying Personal Genomes by Surname Inference.” ScienceVol. 339, No. 6117, 2013]



| 11

Privacy- PreservingTechniques

 Privacy-Preserving Genomic Computation Techniques

Drawbacks
 Low utility
 Impractical: needs a large amount of

noise in order to satisfy the
differential privacy for a small
number of SNPs [YFSU14].

Drawbacks
 Very small portion of human

genome contains sensitive
information.

• Computation partitioning
[WWL+09a]

• Differential privacy [FSU11], [JS13],
[YFSU14]
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Cryptography based Techniques

Cryptography Techniques are
Useful in Genome Data Privacy
[TPKC07], [BKKT08], [NLV11],
[BBC+11a], [ARRH13],
[ARH+14]

• Cryptography basedTechniques 
(homomorphic encryption [ARHR13], 
[KJLM08])

• Fully Homomorphic Encryption (FHE) 
breakthrough approach: Gentry's scheme

• Practical homomorphic encryption 
technique: Some what Homomorphic
Encryption (SWHE) 
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Practical Use of Homomorphic Encryption
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Homomorphic Encryption Techniques

Much progress since Gentry’s first scheme [Gentry09] 
with unlimited additions and multiplications

 Small Principal Ideal Problem (SPIP)
• Gen’09, SV’10, GH’11

 Approximate GCD
• vDGHV’10, CMNT’11, CNT’12, CCKLLTY’13

 LWE/RLWE
• BV’11a, BV’11b, BGV’12, GHS’12,LTV’12, Bra’12, FV’12, BLLN’13

 Helib (IBM) publically available implementation
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Computation on Encrypted Genomic Data
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Communication with the Cloud

The cipher text expansion is huge (prohibitive)!

If data is a 4MB image, using [GHS12,CCKLLTY13], the user
would have to send around 200/300GB of encrypted data

 Common facts of the current FHE schemes
• Noise grows with operations
• Multiplication yields the most noise
• Decryption will fail with too large noise
• Large overhead in storage space and computation time
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OurWork

Our work: try to demonstrates that 
these difficulties are manageable in 
practical systems (non prohibitive 
computation cost, + decent 
security)
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Secure Architecture
 Servers store, process, and compute on encrypted data in a practical

way. 
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Our Architecture



| 20

GENOME DATA ANALYSIS –
Detection of ABO Blood Type
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Experimental Datasets
 Blood Group Antigen Gene Mutation Database (BGMUT) is an online

repository of allelic variations in genes
• Determine the antigens of various human blood group systems

 Part of the dbRBC resource of the National Center for Biotechnology
Information, USA, and is available online at
http://www.ncbi.nlm.nih.gov/projects/gv/rbc/xslcgi.fcgi?cmd=bgmu
t [the journal: Nucleic acids research, 2012.40:D1023-9]

 Documents sequence variations of a total of 1251 alleles of all 40 gene
that together are known to affect antigens of 30 human blood group
systems
• Tested for 2504 patients
• Each patient has 893 records
• Each record has 6 columns

Chrom POS REF ALT Values
1

Values 2

9 136125
819

C T 0 0

Figure 6. Descriptive Example of Datasets

http://www.ncbi.nlm.nih.gov/projects/gv/rbc/xslcgi.fcgi?cmd=bgmut
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Why FHE and Personalized Genomics
is not Hopeless?

 Genomics data is relatively huge (~ 4 millions variants per individuals).
• Still, transciphering will help.

 But, typical individual-centric diagnostics involve only very small part of 
these data (and manageable volumes of computations)

 For example:
• Basic ABO (8 binary values, 44 ANDs, degree 7)
• ABO-2 (34 binary values, 252 ANDs, degree 34 )
• Extended ABO-2 (1133 binary values,  2512 ANDs, degree 1157 )
• HLA (4544 binary values,  6064 ANDs, degree 4635 )
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ABO Rule Implementation

Figure 7. Division of Datasets

 Divide each patient detail according to their IDs
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ABO b101, ABO b1b1, ABO a2b1, ABO a101, ABO o103, ABO a1a1,  ABO a103, 
ABO 0303, ABO a1b1, ABO b103, ABO a1a2, ABO a203 

Basic ABO Blood Group Types

ABO Rules for Evaluation

ABO – 2 Blood Group Types

O Haplotype, B Haplotype, T Haplotype

//Extended rules to decrease FN and FP
O Haplotype, B Haplotype, T Haplotype

//Simple rules for determining phenotype
O Phenotype, T Phenotype (TT Genotype and TO Genotype ), B Phenotype (BB 
Genotype and BO Genotype), TB Phenotype,
// extended rules 
O Phenotype rules with Genotype, B Phenotype rules for Genotype, T Phenotype 
rules for Genotype, TB Phenotype w, corresponding rules for Genotype

Rules are generated by Centre National de Génotypage (CNG) Geneticists 
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Basic ABO Rule

Rules are generated by Centre National de Génotypage (CNG) Geneticists 
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ABO Rule 2: O Haplotype

Rules are generated by Centre National de Génotypage (CNG) Geneticists 
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Test Results
Test Results – ABO Rule -1

Rule Results Time in Seconds 
Decrypted Value for rule Abo_O101 is: 0 
Decrypted Value for rule Abo_a201 is: 0 
Decrypted Value for rule Abo_a2a2 is: 0 
Decrypted Value for rule Abo_b101 is: 1 
Decrypted Value for rule Abo_b1b1 is: 0 
Decrypted Value for rule Abo_a2b1 is: 0 
Decrypted Value for rule Abo_a101 is: 0 
Decrypted Value for rule Abo_o103 is: 0 
Decrypted Value for rule Abo_a1a1 is: 0 
Decrypted Value for rule Abo_a103 is: 0 
Decrypted Value for rule Abo_0303 is: 0 
Decrypted Value for rule Abo_a1b1 is: 0 
Decrypted Value for rule Abo_b103 is: 0 
Decrypted Value for rule Abo_a1a2 is: 0 
Decrypted Value for rule Abo_a203 is: 0 

Computation =    4
Encryption    =    0
Decryption    =    2

L > = 7

 Setup is configured on Virtual Machine
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Rule Results Time in Seconds 
Decrypted Value for rule Haplotype_O is: 1
Decrypted Value for rule Haplotype_B is: 0
Decrypted Value for rule Haplotype_T is: 1
Decrypted Value for rule E_Haplotype_O is: 1
Decrypted Value for rule E_Haplotype_B is: 0
Decrypted Value for rule E_Haplotype_T is: 0
Decrypted Value for rule Ph_Haplotype_O is: 0
Decrypted Value for rule Ph_Haplotype_T_TT is: 0
Decrypted Value for rule Ph_Haplotype_T_TO is: 0
Decrypted Value for rule Ph_Haplotype_B_BB is: 0
Decrypted Value for rule Ph_Haplotype_B_BO is: 0
Decrypted Value for rule Ph_Haplotype_TB is: 1

Computation =   144
Encryption    =    8
Decryption    =    36

L > = 21
Test Results – ABO Rule -2

Test Results Cont’d…

 Setup is configured on Virtual Machine
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SUMMA

 Analyze and propose a solution for the challenges that come with
genome sequencing data and of data querying on sequenced data
sitting on a cloud server

 Provide a scenario for its application in personalized medicine

 Tests homomorphic encryption techniques to assist in improving
the strength of both their privacy and utility

Summary of the Talk
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Future Work 

 Public Databases: multiple hospital provider under
different keys

 More efficient computation implementation
(parallelism & batching)

 Integrate with other crypto solutions
(transciphering for efficient storage)

 Expand functionalities (HLA)
 Better understanding of FHE schemes parameter

settings
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